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Executive Summary




Introduction

President Donald J. Trump established the policy of his Administration to regulate the U.S. finan-
cial system in a manner consistent with a set of Core Principles. These principles were set forth in
Executive Order 13772 on February 3, 2017. The U.S. Department of the Treasury (Treasury),
under the direction of Secretary Steven T. Mnuchin, prepared this report in response to that
Executive Order. The reports issued pursuant to the Executive Order identify laws, treaties, regula-
tions, guidance, reporting, and record keeping requirements, and other Government policies that
promote or inhibit federal regulation of the U.S. financial system in a manner consistent with the
Core Principles.

The Core Principles are:

A. Empower Americans to make independent financial decisions and informed choices in the
marketplace, save for retirement, and build individual wealth;

B. Prevent taxpayer-funded bailouts;

C. Foster economic growth and vibrant financial markets through more rigorous regulatory
impact analysis that addresses systemic risk and market failures, such as moral hazard and
information asymmetry;

D. Enable American companies to be competitive with foreign firms in domestic and foreign
markets;

Advance American interests in international financial regulatory negotiations and meetings;

[

Make regulation efficient, effective, and appropriately tailored; and

G. Restore public accountability within federal financial regulatory agencies and rationalize the
federal financial regulatory framework.

Scope of This Report

The financial system encompasses a wide variety of institutions and services, and accordingly,
Treasury has delivered a series of four reports related to the Executive Order covering:

*  The depository system, covering banks, savings associations, and credit unions of all sizes,
types, and regulatory charters (the Banking Report,' which was publicly released on June
12,2017);

*  Capital markets: debt, equity, commodities and derivatives markets, central clearing, and
other operational functions (the Capital Markets Report,? which was publicly released on
October 6, 2017);

1. U.S. Department of the Treasury, A Financial System That Creates Economic Opportunities: Banks and Credit
Unions (June 2017).

2. U.S. Department of the Treasury, A Financial System That Creates Economic Opportunities: Capital Markets
(Oct. 2017).
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* The asset management and insurance industries, and retail and institutional investment
products and vehicles (the Asset Management and Insurance Report,” which was publicly
released on October 26, 2017); and

*  Nonbank financial institutions, financial technology, and financial innovation (this report).

Review of the Process for This Report

For this report, Treasury incorporated insights from the engagement process for the previous three
reports issued under the Executive Order and also engaged with additional stakeholders focused on
data aggregation, nonbank credit lending and servicing, payments networks, financial technology,
and innovation. Over the course of this outreach, Treasury consulted extensively with a wide range
of stakeholders, including trade groups, financial services firms, federal and state regulators, con-
sumer and other advocacy groups, academics, experts, investors, investment strategists, and others
with relevant knowledge. Treasury also reviewed a wide range of data, research, and published
material from both public and private sector sources.

Treasury incorporated the widest possible range of perspectives in evaluating approaches to regula-
tion of the U.S. financial system according to the Core Principles. A list of organizations and
individuals who provided input to Treasury in connection with the preparation of this report is set

forth as Appendix A.

Nonbank Financials, Fintech, and Innovation

Nonbank financial firms play important roles in providing financial services to U.S. consumers
and businesses by providing credit to the economy across a wide range of retail and commercial
asset classes. Nonbanks are well integrated into the U.S. payments system and play key roles such
as facilitating back-end check processing; enabling card issuance, processing, and network activi-
ties; and providing customer-facing digital payments software. Nonbank financial firms also play
important roles in capital markets and in providing financial advice and execution services to retail
investors, among a range of other services.

The financial crisis altered the environment in which banks and nonbanks compete to pro-
vide financial services. Specifically, many traditional financial companies such as banks, credit
unions, and insurance companies experienced significant distress during the crisis. This distress
caused the insolvency or restructuring of many existing financial companies, particularly those
with volatile funding sources and concentrated balance sheets. The government responded to
this distress, and the unprecedented magnitude of taxpayer support it triggered, by writing far-
reaching laws that mandated the adoption of hundreds of new regulations. In some cases, these
policy changes made certain product segments unprofitable for banks, thereby driving activity

3. U.S. Department of the Treasury, A Financial System That Creates Economic Opportunities: Asset
Management and Insurance (Oct. 2017).
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outside of the banking sector and creating opportunities for emerging nonbank financial firms
to address unmet market demands.

At the same time, and as part of a longer-term trend, the rapid development of financial technolo-
gies has enabled financial services firms to improve operational efficiencies and lower regulatory
compliance costs that increased as a result of the expansion of regulations following the financial
crisis. Since the financial crisis, there has been a proliferation in technological capabilities and
processes at increasing levels of cost effectiveness and speed. The use of data, the speed of commu-
nication, the proliferation of mobile devices and applications, and the expansion of information
flow all have broken down barriers to entry for a wide range of startups and other technology-based
firms that are now competing or partnering with traditional providers in nearly every aspect of the
financial services industry.

The landscape for financial services has changed substantially. From 2010 to the third quarter of
2017, more than 3,330 new technology-based firms serving the financial services industry have
been founded, 40% of which are focused on banking and capital markets.* In the aggregate, the
financing of such firms has been growing rapidly, reaching $22 billion globally in 2017, a thirteen-
fold increase since 2010.° Significantly, lending by such firms now makes up more than 36% of all
U.S. personal loans, up from less than 1% in 2010.° Additionally, some digital financial services
reach up to some 80 million members,” while consumer data aggregators can serve more than 21
million customers.®

Important trends have arisen as a consequence of these factors, including:

* The nonbank sector has responded opportunistically to the pullback in services and
increased regulatory challenges placed on traditional financial institutions, including the
launch of numerous startup platforms;

*  Many of these platforms have rapidly grown beyond the startup phase, employing
technology-enabled approaches to customer acquisition and process support for
their services;

* Innovative new platforms in the nonbank financial sector are, in some cases, standalone
providers, while others have focused on providing support for or interconnectivity with
traditional financial institutions through partnerships, joint ventures, or other means;

4. Deloitte, Fintech by the Numbers: Incumbents, Startups, Investors Adapt to Maturing Ecosystem (2017), at 3
and 7, available at: https://www2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-dcfs-
fintech-by-the-numbers-web.pdf.

5. Id.

6. Hannah Levitt, Personal Loans Surge to a Record High, Bloomberg (July 3, 2018), available at: https://www.
bloomberg.com/news/articles/2018-07-03/personal-loans-surge-to-a-record-as-fintech-firms-lead-the-way
(analyzing data from TransUnion).

7. Credit Karma, Press Release — Credit Karma and Silver Lake Announce $500 Million Strategic Secondary
Investment (Mar. 28, 2018), available at: https://www.creditkarma.com/pressreleases.

8. Envestnet, 2017 Annual Report, at 8, available at: http://www.envestnet.com/report/2017/download/EN-2017-
AnnualReport-Final.pdf.
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* Large technology companies with access to vast stores of consumer data have simultane-
ously entered the financial services industry, primarily in payments and credit provision;
and

e The increasing scale of technology-enabled competitors and the corresponding threat of
disruption has raised the stakes for existing firms to innovate more rapidly and pursue
dynamic and adaptive strategies. As a result, mature firms have launched platforms aimed
at reclaiming market share through alternative delivery systems and at lower costs than
they were previously able to provide.

Consumers increasingly prefer fast, convenient, and efficient delivery of services. New technologies
allow firms with limited scale to access computing power on levels comparable to much larger
organizations. The relative ubiquity of online access in the United States, combined with these new
technologies, allows newer firms to more easily expand their business operations.

In this report, we explore the characteristics of, and regulatory landscape for, nonbank financial
firms with traditional “brick and mortar” footprints not covered in the previous Core Principles
reports, as well as newer business models employed by technology-based firms. We also address
the ability of banks to innovate internally, as well as partner with such technology-based firms.
Foundational to the report’s findings, we explore the implications of digitization and its impact on
access to clients and their data, focusing on several thematic areas, including:

* The collection, storage, and use of financial data;
* Cloud services and “big data” analytics;
* Artificial intelligence and machine learning; and
* Digital legal identity and data security.

This report includes a limited treatment of blockchain and distributed ledger technologies. These
technologies, as well as digital assets, are being explored separately in an interagency effort led by
a working group of the Financial Stability Oversight Council. The working group is a convening
mechanism to promote coordination among regulators as these technologies evolve.

Emerging Trends in Financial Intermediation

Financial services are being significantly reshaped by several important trends, including (1) rapid
advances in technology; (2) increased efhiciencies from the rapid digitization of the economy; and
(3) the abundance of capital available to propel innovation.

Technological Advances in Financial Services

In addition to other benefits, innovations in financial technology expand access to services for
underserved individuals or small businesses and improve the ease of use, speed, and cost of such
services. Businesses providing financial services benefit from opportunities to improve their prod-
uct offerings to win market share and reduce per-customer operational costs.

A Financial System That Creates Economic Opportunities * Nonbank Financials, Fintech, and Innovation



Expanded access to credit and financial services. Digital advice platforms are making financial plan-
ning tools and wealth management capabilities previously limited to higher net worth households
available to a much broader segment of households. New platforms for lending are developing
business models that take advantage of new types of data and credit analysis, potentially serving
consumer and small business borrower segments that may not otherwise have access to credit
through traditional underwriting approaches. Unbanked or underbanked populations can gain
improved access to banking services through new mobile device-based banking applications.

Expanded speed, convenience, and security. Consumer and business demand for increased
convenience and speed have driven the digitization of financial services. For example, increased
digitization of the mortgage process has improved the online experience of financing a home,
but additional innovations could dramatically help to further shorten the time it takes to close
a mortgage, which still took an average of 52 days in 2016.” Borrowers seeking to refinance or
consolidate higher-rate student loans or other consumer debts can obtain accelerated credit deci-
sions from some lenders, as can small business entrepreneurs looking to expand their business or
manage their seasonality.

Payment systems also benefit from innovations that are delivering greater speed and security. The
proliferation of mobile and person-to-person payments allows end-users a way to quickly transfer
money using identifiers such as an e-mail address or phone number. Contactless payment methods
that store and tokenize payment information are also increasingly being used and could provide
a more convenient and secure way to pay. These innovations are helping small businesses to lower
the barriers to receive payments.

Reduced cost of services and operational efficiencies. Online marketplace lenders generally offer
unsecured consumer loans that are designed to refinance existing higher-rate debts into lower-
rate debt, reducing borrowing costs for consumers. Digital financial advice providers are able to
leverage technology to scale their services to larger numbers of investors and to provide such services
at more affordable prices than traditional providers. The increasing digitization of payments is
expected to reduce significant costs in the current payment processes for businesses and firms by,
for example, replacing physical paper checks with electronic payments and reducing inefficiencies
in cross-border payments.

Digitization of Finance and the Economy

Changes in the hardware industry, as reflected in advances in core computing and data storage
capacity, represent a sea change in capabilities and expand the potential for financial services to be
provided on a more cost-effective basis. When considered alongside the ubiquity of mobile devices
and the growth in the volume and facility of applications and flexibility of mobile communication,
the implications for financial services are significant. The collection and storage of data and the
application of advanced computational techniques allow for a new generation of approaches in the

9. Andreas Fuster et al., The Role of Technology in Mortgage Lending, Federal Reserve Bank of New York Staff
Report No. 836 (Feb. 2018), at 12, available at: https://www.newyorkfed.org/medialibrary/media/research/
staff_reports/sr836.pdf.
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design, marketing, and delivery of financial services. At the same time, these new approaches may
raise new concerns about data privacy and theft or misuse.

Consider the recent proliferation of digital data available for analysis. By 2020, digitized data is
forecasted to be generated at a level that is more than 40 times the level produced in 2009.'° In
2012, it was estimated that 90% of the digitized data in the world had been generated in just
the prior two years."" Since 2012, more than one billion more people have gained access to the
internet, with 2.5 billion people connected to the internet in 2012 and 3.7 billion people in
2017."* Globally, there are an estimated 27 billion devices connected to the internet, including

smartphones, tablets, and computers, with expectations for 125 billion connected devices by the
year 2030."

Parallel to these growing improvements in data and connectivity are expanding complementary
technologies, such as cloud computing and machine learning. These technologies enable firms
to store vast amounts of data and efficiently increase computing resources. Unsurprisingly, for
financial services firms, data analytics and machine learning (or artificial intelligence) are two
of the top three areas of tech investment.' Other technology developments that are poised to
impact innovation in financial services include advances in cryptography and distributed ledger
technologies, giving rise to blockchain-based networks.

Investment Capital

The flow of capital into investments in financial technology is very large. U.S. firms accounted for
nearly half of the $117 billion in cumulative global investments from 2010 to 2017." Unfolding
alongside these investments, many large, well-established firms involved in data, software, cloud
computing, internet search, mobile devices, retail e-commerce, payments, and telecommunications
have begun to engage in activities directly or indirectly related to financial services. Many of
these firms are based in the United States, including firms having some of the largest market
capitalizations in the world.

The availability of capital, the large size of the financial services market, and continued advance-
ments in technology make accelerating innovation nearly inevitable. This includes investments
in innovation by traditional financial institutions, such as banks, asset managers and insurers, to

10. A.T. Kearney, Big Data and the Creative Destruction of Today’s Business Models (2013), at 2, available at:
https://www.atkearney.com/documents/10192/698536/Big+Data+and+the+Creative+Destruction+of+Today
s+Business+Models.pdf/f05aed38-6¢26-431d-8500-d75a2c384919 (discussing Oracle forecast).

11, Id.
12. Id.

13. IHS Markit, The Internet of Things: A Movement, Not a Market (Oct. 2017), at 2, available at: https://cdn.ihs.
com/www/pdf/loT_ebook.pdf. For projections that do not consider computers and phones, see Gartner, Inc.,
Press Release — Gartner Says 8.4 Billion Connected “Things” Will be in Use in 2017, up 31 Percent from
2016 (Feb. 7, 2017), available at: htips://www.gartner.com/newsroom/id/3598917.

14. PricewaterhouseCoopers, Redrawing the Lines: FinTech's Growing Influence on Financial Services (2017), at 9,
available at: https://www.pwc.com/gx/en/industries/financial-services/assets/pwc-global-fintech-report-2017.pdf.

15. Treasury analysis of FT Partners data.
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provide higher quality, more secure, and more efficient services while meeting consumer demand
for speed and convenience.

Summary of Issues and Recommendations

Treasury’s review of the regulatory framework for nonbank financial institutions and innovation
more broadly has identified significant opportunities to accelerate innovation in the United States
consistent with the Core Principles. This review has identified a wide range of measures that could
promote economic growth, while maintaining strong consumer and investor protections and safe-
guarding the financial system.

Treasury believes that innovation is critical to the success of the U.S. economy, particularly in the
financial sector. Throughout Treasury’s findings, opportunities have been identified to modernize
regulation to embrace the use of data, encourage the adoption of advanced data processing and
other techniques to improve business processes, and support the launch of alternative product and
service delivery systems. Support of innovation is critical across the regulatory system — both at
the federal and state levels. Treasury supports encouraging the launch of new business models as
well as enabling traditional financial institutions, such as banks, asset managers, and insurance
companies, to pursue innovative technologies to lower costs, improve customer outcomes, and
improve access to credit and other services.

Treasury’s recommendations in this report can be summarized in the following four categories:

* Adapting regulatory approaches to changes in the aggregation, sharing, and use of con-
sumer financial data, and to support the development of key competitive technologies;

* Aligning the regulatory framework to combat unnecessary regulatory fragmentation, and
account for new business models enabled by financial technologies;

*  Updating activity-specific regulations across a range of products and services offered by
nonbank financial institutions, many of which have become outdated in light of techno-
logical advances; and

* Advocating an approach to regulation that enables responsible experimentation in the
financial sector, improves regulatory agility, and advances American interests abroad.

A list of all of Treasury’s recommendations in this report is set forth as Appendix B, including the
recommended action, method of implementation (Congressional and/or regulatory action), and
which Core Principles are addressed.

Key themes of Treasury’s recommendations are as follows.

Embracing Digitization, Data, and Competitive Technologies

This report catalogues key elements in the evolution of digitization, data, and scalable technologies
and highlights areas of relevance to many aspects of financial services, including lending, financial
advice, and payments. Treasury recommends that key provisions of the Telephone Consumer
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Protection Act be updated, and believes closing the digital divide to enable the entire U.S. popula-
tion to benefit from modern information and communication flow is a priority.

Treasury makes numerous recommendations that would improve consumers’ access to data and
its use by third parties that would support better delivery of services in a responsible manner.
Treasury has identified the need to remove legal and regulatory uncertainties currently holding
back financial services companies and data aggregators from establishing data-sharing agreements
that would effectively move firms away from screen-scraping to more secure and efficient methods
of data access. The U.S. market would be well served by a solution developed in concert with
the private sector that addresses data sharing, standardization, security, and liability issues. It is
important to explore efforts to mitigate implementation costs for community banks and smaller
financial services companies with more limited resources to invest in technology. Additionally,
Treasury recommends that Congress enact a federal data security and breach notification law to
protect consumer financial data and ensure that consumers are notified of breaches in a timely and
consistent manner.

Removing regulatory barriers to foundational technologies, including the development of digital
legal identity, is important to improving financial inclusion and enabling the use of scalable,
competitive technologies. Similarly, facilitating the further development and incorporation
of cloud technologies, machine learning, and artificial intelligence into financial services is
important to realizing the potential these technologies can provide for financial services and the
broader economy.

Aligning the Regulatory Framework to Promote Innovation

Many statutes and regulations addressing the financial sector date back decades. As a result, the
financial regulatory framework is not always optimally suited to address new business models and
products that continue to evolve in financial services. This has the potential negative consequence
of limiting innovation that might benefit consumers and small businesses. Financial regulation
should be modernized to more appropriately address the evolving characteristics of financial ser-
vices of today and in the future.

It is important that state regulators strive to achieve greater harmonization, including considering
drafting of model laws that could be uniformly adopted for financial services companies cur-
rently challenged by varying licensing requirements of each state. Treasury encourages efforts to
streamline and coordinate examinations and to encourage, where possible, regulators to conduct
joint examinations of individual firms. Treasury supports Vision 2020, an effort by the Conference
of State Bank Supervisors that includes establishing a Fintech Industry Advisory Panel to help
improve state regulation, harmonizing multi-state supervisory processes, and redesigning the suc-
cessful Nationwide Multistate Licensing System.

At the federal level, Treasury encourages the Office of the Comptroller of the Currency to further
develop its special purpose national bank charter, previously announced in December 2016. A
forward-looking approach to federal charters could be effective in reducing regulatory fragmenta-
tion and growing markets by supporting beneficial business models.
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Finally, Treasury encourages banking regulators to better tailor and clarify guidance regarding
bank partnerships with nonbank financial firms, particularly smaller, less-mature companies with
innovative technologies that do not present a material risk to the bank. Treasury believes it is
important to encourage the partnership model to promote innovation. Further, Treasury makes
recommendations regarding changes to permissible activities, including bank activities related to
acquiring or investing in nonbank platforms.

Updating Activity-Specific Regulations

This report surveys a wide range of activities where specific recommendations for regulatory reform
are suggested. The range of financial services includes:

Marketplace Lending

Marketplace lenders are expanding access to credit for consumers and businesses in the United
States. Treasury recognizes that partnerships between banks and marketplace lenders have been
valuable to enhance the capabilities of mature financial firms. Treasury recommends eliminating
constraints brought about by recent court cases that would unnecessarily limit the functioning
of U.S. credit markets. Congress should codify the “valid when made” doctrine and the role of
the bank as the “true lender” of loans it makes. Federal banking regulators should also use their
available authorities to address both of these challenges.

Mortgage Lending and Servicing

Treasury recognizes that the primary residential mortgage market has experienced a fundamental
shift in composition since the financial crisis, as traditional deposit-based lender-servicers have
ceded sizable market share to nonbank financial firms, with the latter now accounting for approxi-
mately half of new originations. Some of this shift has been driven by the post-crisis regulatory
environment, including enforcement actions brought under the False Claims Act for violations
related to government loan insurance programs. Additionally, many nonbank lenders have ben-
efitted from early adoption of financial technology innovations that speed up and simplify loan
application and approval at the front-end of the mortgage origination process. Policymakers should
address regulatory challenges that discourage broad primary market participation and inhibit the
adoption of technological developments with the potential to improve the customer experience,
shorten origination timelines, facilitate efficient loss mitigation, and generally deliver a more reli-
able, lower cost mortgage product.

Student Lending and Servicing

The federal student loan program represents more than 90% of outstanding student loan volume
and is managed by an extensive network of nonbanks for servicing and debt collection. The pro-
gram is complex due to a variety of loan types, repayment plans, and product features that make
the program difficult for borrowers to navigate and increase the difficulty and cost of servicing.
Treasury recommends that the U.S. Department of Education establish and publish minimum
effective servicing standards to provide servicers clear guidelines for servicing and help set expecta-
tions about how the servicing of federal loans is regulated. Treasury provides recommendations
related to the greater use of technology in communications with borrowers, enhanced portfolio

A Financial System That Creates Economic Opportunities * Nonbank Financials, Fintech, and Innovation

11



12

performance monitoring and management by Education, and greater institutional accountability
for schools participating in the federal financial aid programs.

Short-Term, Small-Dollar Lending

While the demand for short-term, small-dollar loans is high, lenders have been constrained by
unnecessary regulatory guidance at the federal level. Treasury recommends that the Bureau of
Consumer Financial Protection (Bureau) rescind its Payday Rule, which applies to nonbank short-
term, small-dollar lenders, as the states already maintain the necessary regulatory authorities and
the rule would further restrict consumer access to credit. Treasury also recommends that both
federal and state banking regulators take steps to encourage prudent and sustainable short-term,
small-dollar installment lending by banks.

Debt Collection

Debt collectors and debt buyers play an important role in minimizing losses in consumer credit
markets, thereby allowing for increased availability of and lower priced credit to consumers. A
variety of stakeholders have expressed concerns about the adequacy of loan information provided
when a loan is sold or transferred for collection. When debt collectors and buyers do not receive
adequate information, they are unable to demonstrate to the consumer that the debt is valid and
owed. Treasury recommends the Bureau establish minimum effective federal standards for third-
party debt collectors, including standards for the information that must be transferred with the
debt for purposes of third-party collection or sale.

New Credit Models and Data

A growing number of firms have begun to use or explore a wide range of newer data sets or
advanced algorithms, including machine learning-based methods, to support credit underwriting
decisions. Treasury recognizes that these new credit models and data sources have the potential to
meaningfully expand access to credit and the quality of financial services, and therefore recom-
mends that financial regulators further enable their testing. In particular, regulators should provide
regulatory clarity for the use of new data and modeling approaches that are generally recognized as
providing predictive value consistent with applicable law for use in credit decisions.

Credit Bureaus

The consumer credit bureaus collect sensitive information on millions of Americans, and thus are
required to protect the information they collect. While the credit bureaus are subject to state and
federal regulation for consumer protection purposes, and have been subject to state and federal
enforcement actions related to data security, they are not routinely supervised for compliance with
the federal data security requirements of the Gramm-Leach-Bliley Act. Treasury recommends that
the relevant agencies use appropriate authorities to coordinate regulatory actions to protect con-
sumer data held by credit reporting agencies and that Congress continue to assess whether further
authority is needed in this area. Treasury also recommends that Congress amend the Credit Repair
Organizations Act to exclude national credit bureaus and national credit scorers in order to allow
these entities to provide credit education and counseling services to consumers to prospectively
improve their credit scores.
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IRS Income Verification

The Internal Revenue Service (IRS) system that lenders and vendors use to obtain borrower tax
transcripts is outdated and should be modernized in order to minimize delays in accessing tax
information, which would facilitate the consumer and small business credit origination process.
In other data aggregation situations, such as gathering borrower bank balances, lenders generally
are able to obtain the needed borrower financial information through an application program-
ming interface (API) to instantaneously and safely transfer data. The IRS’s current technology
should be updated to accommodate lender access of borrower information to instantaneously
and safely transfer data, comparable to similar private sector solutions. While the IRS is working
to update its technology more broadly, these efforts would benefit from additional funding,
which would facilitate upgrades to support more efficient income verification, bringing a critical
component of the credit process up to speed with broader innovations in financial technology.

Payments

Treasury recommends that the states work to harmonize money transmitter requirements for
licensing and supervisory examinations, and urges the Bureau to provide more flexibility regarding
the issuance of remittance disclosures. Treasury encourages the Federal Reserve to move quickly
in facilitating a faster retail payments system, such as through the development of a real-time
settlement service that would allow for more efficient and widespread access to innovative payment
capabilities. Such a system should take into account the ability of smaller financial institutions, such
as community banks and credit unions, to access innovative technologies and payment services.

Wealth Management and Digital Financial Planning

Digital financial planning tools can expand access to advice for Americans to accumulate suf-
ficient wealth, particularly as individuals have become more responsible for their own retirement
planning. Under the current regulatory structure, financial planners may be regulated at both
the federal and state levels. Although many financial planners are regulated by the Securities and
Exchange Commission or state securities regulators, they may also be subject to regulation by the
Department of Labor, the Bureau, federal or state banking regulators, state insurance commission-
ers, state boards of accountancy, and state bars. This patchwork of regulatory authority increases
costs and potentially presents unnecessary barriers to the development of digital financial planning
services. Treasury recommends that an appropriate existing regulator of a financial planner be
tasked with primary oversight of that financial planner and other regulators defer to that regulator.

Regulating a 21st Century Economy

Treasury advocates an agile approach to regulation that can evolve with innovation. It is critical
not to allow fragmentation in the financial regulatory system, at both the federal and state level,
to interfere with innovation. Financial regulators must consider new approaches to effectively
promote innovation, including permitting meaningful experimentation by financial services firms
to create innovative products, services, and processes.

Internationally, many countries have established “innovation facilitators” and various regulatory
“sandboxes” — testing grounds for innovation. These sandboxes have each generally supported
common principles, such as promoting the adoption and growth of innovation in financial services,
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providing access to companies in various stages of the business lifecycle, providing varying degrees
of regulatory relief while maintaining consumer protections, and improving the timeliness of regu-
lator feedback offered throughout the development lifecycle. While replicating this approach in
the United States is complicated by the fragmentation of our financial regulatory system, Treasury
is committed to working with federal and state financial regulators to establish a unified solution
that accomplishes these objectives — in essence, a regulatory sandbox.

The ability of regulators to engage with the private sector to test and understand new technolo-
gies and innovations as they arise is equally important. Treasury recommends that Congress pass
legislation authorizing financial regulators to use other transaction authority for research and
development and proof of concept technology projects. Treasury encourages financial regulators to
pursue robust engagement efforts with industry and establish clear points of contact for outreach
to enable the symbiotic relationship necessary to maintaining U.S. global competitiveness.

Treasury will work to ensure actions taken by international organizations align with U.S. national
interests and the domestic priorities of U.S. regulatory authorities. This should include a focus on
the needs of U.S. companies that operate on a global basis. Participation by the relevant experts
in international forums and standard-setting bodies is important to share experiences regarding
respective regulatory approaches and to benefit from lessons learned.

A Bright Future for Innovation

The United States is the global leader in technological innovation. The pace of technological devel-
opment in financial services has increased exponentially, offering potential benefits to the U.S.
economy. Treasury encourages all financial regulators to stay abreast of developments in technology
and to properly tailor regulations in a manner that does not constrain innovation. Regulators must
be more agile than in the past in order to fulfill their statutory responsibilities without creating
unnecessary barriers to innovation. Ensuring a bright future for financial innovation, regulators
should take meaningful steps to facilitate and enhance the nation’s strength in technology and
work toward the common goals of fostering vibrant financial markets and promoting growth
through responsible innovation.
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Embracing Digitization,
Data, and Technology




Overview

The cost of collecting, transmitting, and storing vast amounts of data has sharply declined over the
last 20 years, which has driven a technological revolution in many industries. Related technologies
built on top of this increased ability to collect and manage data, like machine learning and artificial
intelligence, have enabled a wide range of practical applications, many of which are relevant to the
financial services industry. The combination of digitization, data, and technology can promote
economic growth, increase consumer satisfaction, and improve choice, opportunity, and economic
inclusion for all Americans. These factors also stimulate innovation, increase competition, and
enhance the global competitiveness of the United States.

Key upgrades to the regulatory system are needed to enable the financial system to realize the ben-
efits of economy-wide advances in these new technologies, including updating rules for financial
services in the digital economy, assuring the existence of secure and open access to financial data,
and aligning requirements for core infrastructure and competitive technologies. In each instance,
there is a significant role for both the public and private sector — in fact, collaboration between
the two is essential. Likewise, many regulations were adopted in and for a very different era, requir-
ing a focus on modernization and appropriate tailoring that is consistent with the Core Principles.

Digitization

The transformation of business into the digital era has had a profound impact on innovation
and economic growth. Converting information into digital form made it possible for data to
be electronically stored, transmitted, and analyzed. As the costs of storing and processing data
have decreased, the amounts of data collected and retained have correspondingly increased. When
combined with developments in communication and networking, the modern economy exists in
a digital environment that allows near-instantaneous access to significant volumes of information.
Ensuring this data is used in a manner that safely creates new products and services with positive
effects on the economy and society is an important national objective.

The key driver of this digital business environment is the increasingly widespread use of digital
devices by Americans. Consider that nearly 90% of U.S. adults are online.'® Moreover, 77% own a
mobile phone with advanced digital capabilities, 53% own a tablet, and 46% have used digital voice
assistants.”” Most Americans use a combination of phone calls, text messages, and e-mails to manage
their business and personal relationships. As a result, Americans’ digital addresses (e.g., e-mail, device,
chat ID) have increasingly become the equivalent of what a physical mailing address or telephone
landline was in the past — the most effective way to reach a person for a business purpose.

16. Pew Research Center, Internet/Broadband Fact Sheet (Feb. 5, 2018), available at: http://www.pewinternet.org/
fact-sheet/internet-broadband/.

17.  Kenneth Olmstead, Pew Research Center, Nearly Half of Americans Use Digital Voice Assistants, Mostly on
their Smartphones (Dec. 12, 2017), available at: http://www.pewresearch.org/fact-tank/2017/12/12/nearly-
half-of-americans-use-digital-voice-assistants-mostly-on-their-smartphones/; Pew Research Center, Mobile
Fact Sheet (Feb. 5, 2018), available at: http://www.pewinternet.org/fact-sheet/mobile/.
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Figure 1: Technology Adoption and Usage
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Decisionmaking and Survey of Consumers’ Use of Mobile Financial Services.

For fintech services growth, see Ernst and Young, EY FinTech Adoption Index 2017, at 13.

Financial institutions and technology-focused firms have recognized this shift in where consum-
ers “reside” and have consequently been transforming their business activities to meet customers’
demand for digital interaction where possible. Consumers are rapidly adopting services provided
by new fintech companies. Survey data indicate that up to one-third of online U.S. consumers
use at least two fintech services — including financial planning, savings and investment, online
borrowing, or some form of money transfer and payment.'®

Banking is also increasingly digital. Today, 50% of people with bank accounts use mobile devices
to access their information, up from 20% in 2011," while the number of physical bank branches

18. Ernst & Young Global Limited, EY FinTech Adoption Index 2017: The Rapid Emergency of FinTech (2017),
available at: https://www.ey.com/Publication/vwLUAssets/ey-fintech-adoption-index-2017/%24FILE/
ey-fintech-adoption-index-2017.pdf.

19. Ellen A. Merry, Board of Governors of the Federal Reserve System, Mobile Banking: A Closer Look at Survey
Measures, FEDS Notes (Mar. 27, 2018), available at: https://doi.org/10.17016/2380-7172.2163.
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has been declining since 2009.%° U.S. banks of all sizes are enabling digital engagement with their
customers and are increasingly offering mobile phone applications that provide for a full suite of
banking services, among other efforts.

This digital transformation of the economy and financial services requires wide-ranging changes
to the U.S. regulatory system. For example, there is a need to modernize regulations for digitally
communicating with consumers. Other regulations that should be implemented are discussed
throughout this report and include: updating regulations to better facilitate secure access to digi-
tized data, authentication of digital identity, and support for core financial service activities such as
lending, payments, and investment advice.

Digital Communications

Telephone Consumer Protection Act

In 1991, Congress passed the Telephone Consumer Protection Act (TCPA) to restrict telemarket-
ing calls and the use of automatic telephone dialing systems (autodialers) and prerecorded voice
messages.”' The Federal Communications Commission (FCC) is responsible for rules implement-
ing the TCPA. Among the restrictions, the TCPA forbids telemarketers from calling a cell phone
using an autodialer without first obtaining prior express consent of the called party.” However,
current implementation of the TCPA constrains the ability of financial services firms to use digital
communication channels to communicate with their customers despite consumers’ increasing reli-
ance on text messaging and e-mail communications through their mobile devices.

In 2015, the FCC issued an order responding to 21 requests for clarification or amendment to
the FCC’s TCPA rules and orders.” Financial services firms raised three primary concerns with
the FCC’s 2015 order. First, the definition of autodialer was overly broad because it included the
capacity to make an autodialed call, as opposed to the actual use of the equipment as an autodialer.
Second, by only providing a one-call safe harbor, which permitted a caller only a single call to
determine whether a phone number was reassigned, the FCC order exposed firms to significant
liability — up to a $500-per-call penalty — for dialing reassigned numbers, even when one call
was insufficient to permit the firm to learn that the number was reassigned. Third, the order per-
mitted consumers to revoke consent “using any reasonable method,” and prohibited callers from
“infring[ing] on that ability by designating an exclusive means to revoke.”?* Regarding revocation,
firms asked for clear guidance detailing reasonable methods of revocation given the TCPA’s penal-
ties for noncompliance.

20. Julie Stackhouse, Federal Reserve Bank of St. Louis, Why Are Banks Shuttering Branches?, On the
Economy Blog (Feb. 26, 2018), available at: https://www.stlouisfed.org/on-the-economy/2018/february/
why-banks-shuttering-branches.

21. Public Law No. 102-243 [codified at 47 U.S.C. § 2271.
22. 47 U.S.C.§227(b)(1)(A).

23. See Federal Communications Commission, In the Matter Rules and Regulations Implementing the Telephone
Consumer Protection Act of 1991 et al., Declaratory Rule and Order, CG Docket No. 02-278 (June 18, 2015),
available at: https://apps.fcc.gov/edocs_public/attachmatch/FCC-15-72A1_Rcd.pdf (“FCC 2015 Order”).

24, Id. at 7996.
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On March 16, 2018, the U.S. Court of Appeals for the D.C. Circuit ruled on these three issues in
a case brought against the FCC by ACA International, a trade group representing debt collectors.”
First, the D.C. Circuit held that the FCC’s definition of autodialer was arbitrary and capricious
because, under the FCC’s definition, “all smartphones qualify as autodialers because they have
the inherent ‘capacity’ to gain [autodialer] functionality by downloading an app.”*® Second, the
Court held that the one-call safe harbor was arbitrary and capricious because the FCC failed to
explain why a “caller’s reasonable reliance on a previous subscriber’s consent necessarily cease[s] to
be reasonable once there has been a single, post-reassignment call.”*” Third, the Court upheld the
FCC’s use of a “reasonable means” standard for revocation of consent but left open the possibility

of different “revocation rules mutually adopted by contracting parties.”?

After the D.C. Circuits decision, the FCC reconsidered how the TCPA applies to reassigned
numbers, issuing a proposed rule on preventing unwanted calls to reassigned numbers and seeking
comment on methods to establish a reassigned numbers database.?” A reassigned numbers database
— long supported by market participants and consumer advocates — could reduce unwanted
calls to consumers and reduce caller liability by permitting callers to conduct due diligence to
learn whether a number has been recently reassigned and, if it has, remove that number from their
autodialed calls.*

Fair Debt Collection Practices Act

Congress enacted the Fair Debt Collection Practices Act (FDCPA), in part, to “eliminate abu-
sive debt collection practices by debt collectors.”' The responsibility of enforcement is shared by
the Bureau of Consumer Financial Protection (the Bureau) and the Federal Trade Commission
(FTC).** However, current implementation of the FDCPA may inadvertently make interactions
between debt collectors and consumers needlessly cumbersome. The FDCPA prohibits debt col-
lectors from disclosing information about a consumer’s debt to unauthorized third parties and
allows consumers to terminate communication about the debt.”” While using e-mail or voicemail
to communicate with a consumer about his or her debt is permissible under FDCPA, potential
litigation risk can arise if the debt collector inadvertently discloses information regarding the debt
to an unauthorized third party while using contact information provided by the borrower. As a
result, even if consumers increasingly prefer to communicate digitally, such as via text messages and
e-mail, litigation risk can discourage debt collectors from doing so.

25. ACA International v. FCC, 885 F.3d 687 (D.C. Cir. 2018).
26. Id. at 700.

27. Id. at 707.

28. Id. at 709-10.

29. Advanced Methods to Target and Eliminate Unlawful Robocalls (Apr. 20, 2018) [83 Fed. Reg. 17631 (Apr. 23,
2018)].

30. Id.
31. 15U.S.C.§1692(e).

32. Id. § 1692/, see also Bureau of Consumer Financial Protection, Fair Debt Collection Practices Act: Annual
Report 2018 (Mar. 2018), at 7, available at: https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/
cfpb_fdcpa_annual-report-congress_03-2018.pdf.

33. 15 U.S.C. § 1692¢(b).
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Recommendations

Treasury recognizes that the increasingly digitized nature of the economy and financial system
requires revisiting of customer communication and disclosure rules that were designed primarily
for an era of physical mail and telephone calls. Treasury has identified some opportunities for
reform of the TCPA and FDCPA regulatory regimes but recommends that regulators proactively
identify other rules in need of revision.

Treasury recommends that the FCC continue its efforts to address the issue of unwanted calls
through the creation of a reassigned numbers database. Treasury recommends that the FCC create
a safe harbor for calls to reassigned numbers that provides callers a sufficient opportunity to learn
that the number has been reassigned.

In addition, Treasury recommends that the FCC provide clear guidance on reasonable methods for
consumers to revoke consent under the TCPA.

Additionally, Congress should consider statutory changes to the TCPA to mitigate unwanted calls
to consumers and provide for a revocation standard similar to that provided under the FDCPA.

Treasury also recommends that the Bureau promulgate regulations under the FDCPA to codify that
reasonable digital communications, especially when they reflect a consumer’s preferred method,
are appropriate for use in debt collection.

Closing the Digital Divide

“Digital divide” describes the gap between populations that have access to modern information
and communication technology and those that have no or limited access. The FCC estimates
30% of people living in rural America lack access to broadband compared to 2.1% of people
in urban areas, which means that nearly 24 million rural Americans cannot fully access the
benefits of the digital economy.** Access to the digital economy allows Americans to benefit
from the rapid growth of technology and innovation.

Broadband access has become increasingly important for economic opportunity, job creation,
education, and civic engagement. Rural communities have made large gains in adopting
technology, but substantial segments of rural America still lack the infrastructure needed for
high-speed internet, and any access that rural areas have is often slower than that of non-
rural areas.”” In February 2017, the FCC took action designed to expand and preserve mobile
coverage across rural America and in tribal lands.*® The FCC stated that the next stages of the

34. Federal Communications Commission, 2018 Broadband Deployment Report (Feb. 2, 2018), available at:
https://apps.fcc.gov/iedocs_public/attachmatch/FCC-18-10A1.pdf.

35. Andrew Perrin, Pew Research Center, Digital Gap Between Rural and Nonrural America Persists,
blog post (May 19, 2017), available at: http://www.pewresearch.org/fact-tank/2017/05/19/
digital-gap-between-rural-and-nonrural-america-persists/.

36. Federal Communications Commission, In the Matter of Connect America Fund Universal Service Reform —
Mobility Fund, Report and Order and Further Notice of Proposed Rulemaking (Feb. 23, 2017), available at:
https://apps.fcc.gov/iedocs_public/attachmatch/FCC-17-11A1_Rcd.pdf.
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Connect America Fund® will be implemented and will provide additional funding for rural
fixed broadband over the next decade.’®

Additional support for these efforts is reflected in Executive Order 13821, which states that
“it shall therefore be the policy of the executive branch to use all viable tools to accelerate the
deployment and adoption of affordable, reliable, modern, high-speed broadband connectivity
in rural America.”” Concurrently, the President instructed the Secretary of the Interior to
develop a plan to increase access to tower facilities and other infrastructure managed by the
Department of the Interior in rural America for broadband deployment.

Deployment of more infrastructure to support broadband in rural areas will help to close the
digital divide and assist more Americans in underserved communities to participate in the
digital economy and overcome geographic isolation.

Consumer Financial Data

As a result of digitization, vast amounts of data now exist in forms that can be readily aggregated
and analyzed with computing power. Online and mobile applications that draw on these data
make it possible for consumers to view banking and other financial account information, often
held at different financial institutions, on a single platform, monitor the performance of their
investments in real-time, compare financial and investment products, and even make payments
or execute transactions. Applications can also assist with automatic savings, budget advice, credit
decisions, and fraud and identity theft detection in real-time.*

In short, digitized record-keeping and these applications have exponentially improved a consumer’s
ability to make financial decisions. It has given rise to a new sector of nonbank financial institu-
tions focused on products and services utilizing data aggregation, based on data obtained with the
consumer’s consent. The rise of such financial institutions presents questions regarding the way in
which they operate and are currently regulated.

37.  The Connect America Fund, also known as the Universal Service High-Cost Fund, is the FCC's program to
expand voice and broadband services for areas where they are unavailable.

38. Federal Communications Commission, Connect America Fund Phase Il Auction Scheduled for July 24, 2018 -
Notice and Filing Requirements and Other Procedures for Auction 903 (Feb. 1, 2018), available at: https://apps.
fcc.gov/edocs_public/attachmatch/FCC-18-6A1.pdf.

39. Executive Order 13821, Streamlining and Expediting Requests to Locate Broadband Facilities in Rural
America (Jan. 8, 2018) [83 Fed. Reg. 15607 (Jan. 11, 2018)].

40. Executive Office of the President, Supporting Broadband Tower Facilities in Rural America on Federal
Properties Managed by the Department of the Interior (Jan. 8, 2018) [83 Fed. Reg. 1511 (Jan. 12, 2018)].

41. See Letter from the Center for Financial Services Innovation to the Bureau of Consumer Financial Protection,
CFPB-2016-0048 Request for Information Regarding Consumer Access to Financial Records (Feb. 21,
2017), available at: https://www.regulations.gov/document?D=CFPB-2016-0048-0047.
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Data Aggregation

Data aggregation generally refers to any process in which information from one or more sources is
compiled and standardized into a summary form.** Often data are aggregated for specific business
or research purposes such as statistical analysis, performance tracking, or recordkeeping. As of the
end of June 2018, five of the largest publicly-traded U.S. companies by market capitalization are
integral drivers of the digital economy and use data aggregation for telecommunications, logistics,
marketing, social media, and other purposes.®

How Data Aggregation Works

At the most basic level, data aggregation in the financial services sector necessarily involves consum-
ers, financial services firms, data aggregators, and consumer financial technology (fintech) application
providers. “Consumers” are the individuals who are users of financial services and the principal pro-
viders of the information collected by financial service companies. In the consumer financial services
data aggregation framework, consumers decide which applications to use in order to access their data,
give consent for that access, and provide necessary authentication (i.e., login) information.

“Financial services companies” or “financial services firms” include banks, mutual funds, insurance
companies, broker-dealers, wealth management firms, and other financial institutions that provide
traditional retail banking, depository, credit, brokerage, investment, and other account manage-
ment services to consumers. These companies are the sources of consumer financial account and
transaction data.

“Data aggregators” are the firms that access, aggregate, share, and store consumer financial account
and transaction data they acquire through connections to financial services companies. Aggregators
are intermediaries between the fintech applications that consumers use to access their data, on the
one hand, and the sources of data at financial services companies on the other. An aggregator may
be a generic provider of data to consumer fintech application providers and other third parties, or
it may be part of a company providing branded and direct services to consumers.

Finally, “consumer fintech application providers” are the firms that access consumer financial
account and transaction data, either from data aggregators or financial services companies, in
order to provide value-added products and services to consumers. Consumers access these services
through “fintech applications” — i.e., the websites or mobile apps — created by these firms.
Consumer fintech application providers may also have direct links to financial services companies
in order to, for example, provide direct services to a bank’s customers, access payments systems, or
facilitate credit origination.

Operationally, the key data aggregation processes involve acquiring, compiling, standardizing, and
disseminating consumer financial data. Data aggregators may differ in the breadth and sophistica-
tion of the aggregation services they offer, and may specialize in different types of data or target a

42. See also Request for Information Regarding Consumer Access to Financial Records (Nov. 14, 2016) [81 Fed.
Reg. 83806, 83808-09 (Nov. 22, 2016)] (“Data Aggregation RFI").

43. These companies are Apple, Amazon, Alphabet [Google], Microsoft, and Facebook, based on Treasury analysis
of Bloomberg data.
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Figure 2: Participants in the Consumer Financial Services Data Aggregation Framework

Participant Description Role

Consumers * Individuals » Choose which fintech applications serve needs
* Accept terms and conditions
* Give consent for data sharing

* Provide login credentials or other information for
authentication

Data * Firms that aggregate consumer » Compile consumer financial account and
aggregators financial data to share with other transaction data obtained (1) through consumer-
third-parties, e.g. consumer fintech provided credentials (e.g., screen-scraping)
application providers and/or (2) through authorized connections with
« Firms that aggregate consumer financial services companies (e.g., APIs)
financial data to provide branded * Provide data to consumer fintech application
and direct services to consumers providers and other third-parties

* May develop own fintech applications

* Often invisible to consumers

Consumer * Third-party firms offering value- * Create and market fintech applications for
fintech added financial products and consumers
appl!catlon services to consumers » Frequently rely on data from aggregators to run
providers applications
» Applications enable consumers to monitor
accounts, track budget and financial goals, pay
bills, make peer-to-peer payments, take out loans,
receive investment advice, etc.
Financial * Retail banks and other depository * Provide traditional banking, investment, insurance
services institutions and other financial services to consumers
COIMPAIIES * Retail broker-dealers * Sources of consumer financial account and

* Mutual fund companies transaction data

 Data may be accessed directly (e.g., APIs) or

* Wealth management firms e '
indirectly (e.g., screen-scraping)

* Insurance companies
e Other traditional financial
institutions

Source: Treasury staff analysis.

specific developer base.** Some data aggregators may focus on aggregating financial account bal-
ances, transactions data, or credit card activity, for example, or they may primarily support con-
sumer fintech application providers geared toward offering specific products (such as auto loans or
mortgages) or services (such as peer-to-peer payments or budget tracking).

44. For an account of the evolution of data aggregation services, see Michael Kitces, The Six Levels of Account
Aggregation #FinTech and PFM Portals for Financial Advisors, blog post (Oct. 9, 2017), available at: https://
www.kitces.com/blog/six-levels-account-aggregation-pfm-fintech-solutions-accounts-advice-automation/.
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In general, data aggregators make data available by providing a platform on or through which con-
sumer fintech application providers can build and run their applications and provide an interface
with consumers. Because data aggregators are few in number compared to financial services com-
panies — a relative handful versus thousands — and because they have generally sunk the costs of
connecting to financial services companies, consumer fintech application providers only have to
“build” to the data aggregators’ specifications and not to hundreds or thousands of platforms run
by individual financial institutions.®

Before these processes and interfaces can commence, however, a data aggregator requires access to
consumers’ data housed at financial services companies. At present, there are two primary methods
through which data aggregators gain access to consumer financial data: “screen-scraping” and
application programming interfaces (APIs).

Screen-Scraping

When data aggregators and consumer fintech application providers lack a direct connection to run
fintech applications using data housed at financial services companies, they often rely on screen-
scraping. In screen-scraping, consumers provide their account login credentials — usernames and
passwords — in order to use the fintech application.* Consumers may or may not appreciate that
they are providing their credentials to a third-party, and not logging in directly to their finan-
cial services company. Using these login credentials, data aggregators access consumers’ financial

Figure 3: Screen-Scraping

— Login credentials

nsumer : nsumer nsumer Bank 1
Consumers CcI)ogs;ijn ° meech Ccioz;n ° Data CoIoglijn o Bank 2
credentials gkl credentials aggregator credentials a
Bank 3
Consumer
fintech
provider

Source: Treasury staff analysis.

45. By one data aggregator’s account, there are eight major aggregators of consumer-authorized data in the United
States. See MX Technologies Inc., A List of Financial Data Aggregators in the United States, blog post (Mar. 5,
2018), available at: https://www.mx.com/moneysummit/a-list-of-financial-data-aggregators-in-the-united-states.
The listed data aggregators were Intuit, Quovo, Plaid, Envestnet/Yodlee, Morningstar/ByAllAccounts, Fiserv/
CashEdge, Finicity, and MX.

46. Screen-scraping is not a recent development. As far back as 2001, regulators identified the practice of shar-
ing consumer login credentials for data aggregation services as raising additional risks. See Office of the
Comptroller of the Currency, Bank-Provided Account Aggregation Services, OCC Bulletin 2001-12 (Feb.
28. 2001), available at: https://www.occ.gov/inews-issuances/bulletins/2001/bulletin-2001-12.html; Federal
Financial Institutions Examination Council, E-Banking, IT Examination Handbook (Aug. 2003), at App. D, avail-
able at: https://ithandbook.ffiec.gov/imedia/274777/ffiec_itbooklet_e-banking.pdf.
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accounts, and then, either manually or through specialized software, acquire the financial account
and transaction data and even process data requests or execute transactions. Equally concerning,
financial services companies are not always aware when screen-scraping methods are being used to
access their customers’ data.

Although screen-scraping can be an effective method of obtaining data, it is generally considered
to have certain vulnerabilities and drawbacks. Many of the risks and concerns associated with
data aggregation described in this report — whether for consumers, financial services companies,
consumer fintech application providers, or data aggregators themselves — stem from the practice
of screen-scraping.

Application Programming Interfaces

The second method of accessing consumer financial account and transaction data is through an
API or similar form of direct feed. For purposes of this report, an API can be loosely described
as a clearly specified program that links two or more systems and that enables a well-defined
communication and data exchange between them in order to run applications and other software.
An API is not a specific technology, but rather a technology-enabled agreement or protocol that
enables a computer system or source of data to interact with or be used by other software.*” Unlike
in the case of screen-scraping, data aggregation through an API generally means that financial
services companies are knowingly participating in the sharing of data. As such, financial services
companies can potentially deploy APIs that allow for the inclusion of robust security features,
greater transparency and access controls for consumers, improved data accuracy, and more pre-
dictable and manageable information technology costs. APIs, however, cost money to develop,
which could raise particular hurdles for smaller financial institutions with fewer information
technology resources.

APIs may be designed to be open or they may be restricted to selected partners. In an open API,
any third-party data aggregator or consumer fintech application provider that meets certain prede-
termined and published standards (e.g., security, licensing, etc.) can gain access to consumer data
and build consumer-facing applications. In contrast, partnered APIs entail bilateral and exclusive
agreements between financial services companies and data aggregators or consumer fintech appli-
cation providers. In either case, the API method of access is generally enabled through consumer
consent provided to the financial services company or at the API access point rather than through
giving consumer login credentials to third-parties.

47.  To illustrate how this works, think for example of nearly any app or website — for example, for ride-sharing ser-
vices, retail stores, special events, etc. — that includes a map or the ability to provide point-to-point (or turn-
by-turn) directions. These apps and websites generally do not create their own maps and navigation software.
Instead, they would incorporate the maps and navigation software of an internet-based provider that specializes
in aggregating mapping and navigation data. This provider makes its mapping and navigation products available
for use by third-parties by establishing an API that includes instructions, tools, and other resources that enable
software developers to incorporate such products into their own apps and websites.
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Figure 4: Application Programming Interfaces (API)

A. Bilateral/Partnered API
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API

B. Open API
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Fineh app | R ereator 1 DN L

Open
Consumers NI s 0 AP \" Bank 2
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Source: Treasury staff analysis.

Efforts to Improve Data Aggregation

Data aggregators, consumer fintech application providers, and financial services companies gener-
ally agree that consumers should have secure and reliable access to their financial account and
transaction data, and that, in principle, consumers, if they opt-in, should be able to utilize fintech
applications and other innovations that make use of their data. However, there is a lack of consen-
sus on what secure and reliable access entails. As described by one observer, “the U.S. debate seems
stuck at the yet-to-be resolved issue of migrating account aggregators from screen scraping-based
to more secure and efficient API-based data-sharing methodologies.”® As long as this impasse
remains unresolved, consumers will be caught in the middle.

Consequently, data aggregators, consumer fintech application providers, and financial services compa-
nies in the United States are looking for better approaches to data aggregation. Despite the recognized
advantages of using APls as opposed to screen-scraping methods for data aggregation, current APIs have
their limitations. Some data aggregators have entered into bilateral agreements to obtain data through
an API, but this approach can be difficult to scale given the large number of U.S. financial services
companies. In addition, data aggregators told Treasury that access through APIs was frequently and

48. Bob Hedges, The Clearing House, Banking Perspectives: Consumer Data in an API-Enabled World (4th Qtr.
2017), available at: https://www.theclearinghouse.org/banking-perspectives/2017/2017-q4-banking-perspectives/
articles/open-banking.
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unilaterally restricted, interrupted, or terminated by financial services companies.*” Hence, Treasury’s
understanding is that a significant amount of data is still obtained through screen-scraping.

Much of the focus is on improving API methods to resolve issues such as standardizing data
elements and fair and proportional allocation of liability and accountability in the event of a data
breach. In some cases, participants from across the data aggregation framework are collaborating to
develop robust open APIs that serve the needs of all stakeholders.”® Further, trade groups are also
starting to solidify views and have developed principles with respect to data aggregation.”

Open Banking in the United Kingdom

In considering regulatory approaches for data aggregation, the efforts in other countries
that have created their own regulatory regimes for consumer access to financial account
and transaction data can provide a useful comparison point. In August 2016, the United

Kingdom’s Competition and Markets Authority (CMA) issued a report, which concluded
that the market for retail banking was not sufficiently competitive and was dominated
by large banks. The CMA outlined a package of remedies called Open Banking, which
required the nine largest U.K. banks to adopt “open API banking standards... [and] to
make data available using these standards.”> Other banks can opt-in on a voluntary basis.

49. See also Robin Sidel, Big Banks Lock Horns with Personal-Finance Web Portals, The Wall Street Journal
(Nov. 4, 2015).

50. One such effort is being carried out through the OFX Consortium, the origins of which date back to 1997.
The OFX specification is one of original standards for the exchange of financial information between consum-
ers and financial services providers. In April 2016, the OFX Consortium released OFX 2.2, which introduced
new standards including data tags and tokenized authentication solutions for sharing consumer financial data.
See OFX Consortium, OFX 2.2 Released with OAuth-Token based Authentication, Business Wire (Apr. 7,
2016), available at: https://www.businesswire.com/news/home/20160407006078/en/OFX-2.2-Released-
OAuth-Token-based-Authentication. A more recent effort is that of the Aggregation Services Working Group
of the FS-ISAC. The Working Group, which consists of representatives from financial services companies,
data aggregators, and fintech developers, recently issued the second version of its API for secure, tokenized
data transfer. See Financial Services Information Sharing and Analysis Center, Press Release — FS-ISAC
Enables Safer Financial Data Sharing with APl (Feb. 13, 2018), available at: https://www.fsisac.com/article/
fs-isac-enables-safer-financial-data-sharing-api.

51. See, e.g., Securities Industry and Financial Markets Association, SIFMA Data Aggregation Principles (Apr.
2018), available at: https://www.sifma.org/wp-content/uploads/2018/04/sifma-Data-Aggregation-Principles.
pdf. The SIFMA principles affirm that consumers “may use third-parties to access their financial account data”
and “such access should be safe and secure!” See also Renee Hobbs, Envestnet|Yodlee, Envestnet|Yodlee,
Quovo and Morningstar ByAllAccounts: Statement of Joint Principles for Ensuring Consumer Access to
Financial Data, blog post (May 11, 2018), available at: htips://www.yodlee.com/blog/envestnet-yodlee-quovo-
and-morningstar-byallaccounts-statement-of-joint-principles-for-ensuring-consumer-access-to-financial-datal/.
These three data aggregators proposed a “Secure Open Data Access” framework, which includes the follow-
ing four components: (1) consumers must be able to access their financial account data for purposes of using
any legitimate application; (2) consumers must provide affirmative consent on the basis of clear and conspicu-
ous disclosure regarding the use of their data; (3) all entities who handle consumer account information must
adhere to best practices for security standards and implement traceability/transparency; and (4) the entity
responsible for a consumer's financial loss must make the consumer whole.

52. See Competition and Markets Authority, Retail Banking Market Investigation: Final Report (Aug. 9, 2016), at
441-461, available at: https://assets.publishing.service.gov.uk/media/57ac9667e5274a0f6¢c00007a/retail-
banking-market-investigation-full-final-report.pdf.
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These remedies are aimed at increasing competition, including lowering costs for consumers
switching between financial institutions.

The first stage of Open Banking went live in March 2017, when the covered banks were required
to make certain “open data” — i.e., public information such as the location of branches and
automated teller machines as well as the terms of certain banking products — widely available
online. The full Open Banking standard came into effect in January 2018. The CMA estab-
lished the nonprofit Open Banking Implementation Entity (OBIE) to work with banks and
third-party fintech developers to help integrate with Open Banking and to test their products
and services based on the data. Fintech developers enrolled in Open Banking must be regulated

by the U.K. Financial Conduct Authority.”
Open Banking uses “read/write” APIs with standards and specifications defined by OBIE.

To securely access and share data, the participating banks develop API “endpoints” on which
fintech developers can build applications. The use of APIs permits consumers to retain full
control over their account information. Consumers must give explicit consent before using
any fintech applications and are redirected to their bank’s login screen to enter their login
credentials. Consumers determine which information can be accessed, for how long and for
what purpose, and can revoke their consent at any time. Shared data is encrypted and its usage
is tracked, and only regulated persons can access it.

There are significant differences between the United States and the United Kingdom with
respect to the size, nature, and diversity of the financial services sector and regulatory mandates.
Given those differences, an equivalent Open Banking regime for the U.S. market is not readily
applicable. Nonetheless, as Open Banking matures in the United Kingdom, U.S. financial
regulators should observe developments and learn from the British experience.

Issues and Recommendations

Consumers’ ability to realize the benefits of data aggregation is limited, in part due to the lack
of agreement between data aggregators and financial services companies over access to consumer
financial account and transaction data. However, Treasury recognizes that significant strides have
been made in recent years to bridge these disagreements. As information and data technology
advances, and with sustained commitment to the principle that consumers should be able to
freely access and use their financial account and transaction data, Treasury believes that improved
approaches to data aggregation that will benefit consumers and financial institutions alike are
surely attainable.

Consumer Access to Financial Account and Transaction Data

The only express statutory provision regarding access to a consumer’s own financial account and
transaction data is Section 1033 of the Dodd-Frank Wall Street Reform and Consumer Protection
Act (Dodd-Frank).>* It states that, subject to rules prescribed by the Bureau, financial services

53. As of July 2018, there were 33 regulated third-party providers enrolled in Open Banking. See https://www.
openbanking.org.uk/regulated-providers/.

54. Codified at 12 U.S.C. § 5533.
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companies subject to the Bureau’s jurisdiction as covered persons®

are required to make available
to a consumer, upon request, certain financial account and transaction data concerning any prod-
uct or service obtained by the consumer from that financial services company.®® This data must be

made available in an electronic form usable by the consumer.”

In November 2016, the Bureau issued a request for information to better understand the benefits
and risks associated with market developments that rely upon data aggregation.’® Subsequently, the
Bureau published nonbinding principles in October 2017 expressing a vision for a “robust, safe,
and workable data aggregation market,” although it noted that “few, if any, individual stakehold-
ers” enumerated all of the consumer protection concerns presented in the principles.®

As described by the Bureau, financial data subject to consumer and consumer-authorized access
may include any transaction, series of transactions, or other aspect of consumer usage, the terms of
any account, such as a fee schedule, realized consumer costs, such as fees or interest paid, and real-
ized consumer benefits, such as interest earned or rewards.®' The principles underscore the role of
companies that access consumers’ financial data, with their permission, in order to provide services
that hold the promise of “improved and innovative consumer financial products and services.”®*

In addition to the Bureau, other groups have developed their own principles for data aggregation,
including the Securities Industry and Financial Markets Association, the Consumer Financial
Data Rights Coalition, and the Center for Financial Services Innovation.®® While Treasury is not
endorsing any particular set of principles, they contain common themes on topics such as security,
access, and consumer consent, which can form the basis for consensus on consumer-authorized
data aggregation.

55.  Under Section 1002(6) of Dodd-Frank [12 U.S.C. § 5481(6)], a “covered person” is defined as “any person
that engages in offering or providing a consumer financial product or service,’ and any affiliate of such a person,
if the affiliate acts as a service provider to that person. Notwithstanding the broad definition of “covered person,’
other provisions place limits on the Bureau's jurisdiction for certain entities. See, e.g., 12 U.S.C. § 5517.

56. 12 U.S.C. § 5533(a). Section 1033, however, applies only to information that the covered person can retrieve
in the ordinary course of its business with respect to that information. 12 U.S.C. § 5533(b)(4).

57. 12 U.S.C. § 5533(a).
58. Data Aggregation RFI.
59. Bureau of Consumer Financial Protection, Consumer Protection Principles: Consumer-Authorized Financial

Data Sharing and Aggregation (Oct. 18, 2017), available at: htips://s3.amazonaws.com/files.consumerfinance.
gov/f/ldocuments/cfpb_consumer-protection-principles_data-aggregation.pdf (“Bureau Data Principles”).

60. Bureau of Consumer Financial Protection, Consumer-Authorized Financial Data Sharing and Aggregation:
Stakeholder Insights that Inform the Consumer Protection Principles (Oct. 18, 2017), at 2, available at: https://
files.consumerfinance.gov/f/documents/cfpb_consumer-protection-principles_data-aggregation_stakeholder-
insights.pdf (“‘Bureau Stakeholder Insights”).

61. Bureau Data Principles, at 3.

62. Id.at1.

63. See footnote 51. See also Center for Financial Services Innovation, CFSI's Consumer Data Sharing Principles:
A Framework for Industry-Wide Collaboration (Oct. 2016), available at: https://s3.amazonaws.com/cfsi-
innovation-files-2018/wp-content/uploads/2016/10/27001530/2016-Consumer-Data-Sharing-CDAWG-
One-pager-Final-1.pdf.
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Direct Consumer Access Versus Consumer-Authorized Access

In response to the Bureau’s request for information, conflicting views were expressed on whether
data aggregators are covered by Section 1033.% Some financial services companies argued that
access rights apply only to direct consumer access to their data but not to consumer-authorized
access through a data aggregator or a fintech application. In contrast, consumer groups, data aggre-
gators, and consumer fintech application providers asserted that consumers are entitled to access
their financial account and transaction data via fintech applications.

The definition of “consumer” in Title X of Dodd-Frank includes not only an individual, but
“an agent, trustee, or representative acting on behalf of an individual.”® This definition is best
interpreted to cover circumstances in which consumers affirmatively authorize, with adequate
disclosure, third parties such as data aggregators and consumer fintech application providers to
access their financial account and transaction data from financial services companies. Otherwise,
narrowly interpreting Section 1033 as applying only to direct consumer access would do little to
advance consumer interests by eliminating many of the benefits they derive from data aggregation
and the innovations that flow through from fintech applications.

Recommendation

Treasury recommends that the Bureau affirm that for purposes of Section 1033, third parties
properly authorized by consumers, including data aggregators and consumer fintech application
providers, fall within the definition of “consumer” under Section 1002(4) of Dodd-Frank for the
purpose of obtaining access to financial account and transaction data.

Entities Covered by Data Access Requirements

Section 1033 applies only to “covered persons” under Dodd-Frank, which includes a subset of
financial services companies. Furthermore, the Bureau’s jurisdiction is subject to limitations for
some financial services companies subject to regulation by other federal or state regulators, includ-
ing: persons regulated by a state securities commission, to the extent that such persons act in a
regulated capacity, or by the Securities and Exchange Commission (SEC);* persons regulated by
the Department of Labor (DOL) that are offering 401 (k) plans or employee benefit plans;®” and
persons regulated by state insurance regulators that are offering insurance products.®®

Financial services companies primarily regulated by regulators other than the Bureau play impor-
tant roles in the retirement savings plans of many Americans. While one approach is to expand the
scope of Section 1033 to expressly include these companies, Treasury does not believe that step is
necessary. Treasury has not identified evidence of market failure with respect to electronic access
to data held by financial services companies not subject to Section 1033. In outreach meetings,
financial planners and investment advisers advised Treasury that many broker-dealers and their

64. See Bureau Stakeholder Insights, at 4-5.
65. 12 U.S.C. §5481(4).

66. See 12 U.S.C. § 5517(h)-(i).

67. See 12 U.S.C.§5517(g).

68. See 12 U.S.C. §5517(f).
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custodians have been providing financial account and transaction data in a usable electronic format
for a long time.®” Such data, for instance, is needed to produce performance reports and monitor
asset allocations. However, in outreach meetings with Treasury, financial planners and investment
advisers indicated that the current data feeds from broker-dealers were generally reliable.

Recommendations

Treasury recommends that regulators such as the SEC, Financial Industry Regulatory Authority,
DOL, and state insurance regulators recognize the benefits of consumer access to financial account
and transaction data in electronic form and consider what measures, if any, may be needed to
facilitate such access for entities under their jurisdiction.”” However, Treasury recommends against
further legislative action to expand the scope of Section 1033 at this time.

Consumer Disclosure, Consent, and Termination

The products and services discussed in this section require consumer authorization as the legal basis
for accessing the financial account and transaction data. But consumers cannot make informed
choices without transparent, comprehensible, and readily accessible disclosure. Without adequate
disclosure, consumers will be unable to clearly understand and weigh the risks and benefits of using
fintech applications and letting third-parties access and use their personal and financial data.

Some fintech applications and data aggregators make hard-to-follow disclosures as to which finan-
cial account and transaction data will be obtained and how that data will be utilized and stored.
In other cases, the disclosures, terms, and conditions may be hard to find or they may be written
in dense legalistic language that induces the consumer to head straight to the “accept” button, or
else forgo usage of the service.

Disclosures may not be fully effective to the extent that consumers remain unaware of the data
relationships underlying the services they are using. For example, for fintech applications that
rely on a data aggregator to obtain or process the consumer’s financial account and transaction
data, the role of the data aggregator may be opaque to the consumer. As consumers increasingly
access fintech applications through their mobile devices, the likelihood that they will read and
understand long and meticulous disclosures diminishes.

While complex disclosures designed to protect service providers rather than inform consumers
are a problem, consumers should make every effort to read disclosures so that they understand
their rights and obligations. It is not enough to assert that measures are needed to ensure that
consumers understand what they are agreeing to when they use third-party applications. As one
observer wrote, “[d]isclosures written in plain language might increase consumer awareness, but

69. A number of the financial planners and investment advisers indicated that it was more difficult to obtain data
from 401 (k) plans, particularly the smaller ones, than from traditional broker-dealers.

70. See, e.g., General Instruction C.(3).g of Form N-1A under the Securities Act and Investment Company Act
(requiring electronic machine-readable information about mutual funds).
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that only works if consumers actually read the “Terms and Conditions’ before downloading the
latest financial app.””!

While consumers have to some extent become conditioned to opt for convenience over security,
they nevertheless continue to look to their primary financial institutions for protection of their
personal and financial data.”* This raises issues of importance for these financial institutions,
including how to verify that their customers have in fact authorized a third party to access their
account or initiate a transaction. Further, data aggregators may obtain significantly more consumer
financial data than necessary to provide the service that the customer requested, often unknown
to the customer. The implications of these features give rise to a potentially wide cascade of issues
regarding downstream use of the data, including broader issues related to data privacy that are
beyond the scope of this report.

Finally, consumers should have an easy way to revoke their consent to data aggregator access to
their financial account and transaction data. Otherwise, data aggregators may retain and continue
to use the data and, in some circumstances, may even be able to acquire additional data. It is
important that requirements regarding customer authorization be improved to allow customers to
exercise control over the scope and duration of data being obtained, how the data is used, and to
whom it may be provided.

Recommendations

Treasury recommends that the Bureau work with the private sector to develop best practices on
disclosures and terms and conditions regarding consumers’ use of products and services powered
by consumer financial account and transaction data provided by data aggregators and financial
services companies. The goal should be to provide disclosures and terms and conditions that are
written in plain language, readily accessible, readable through the preferred device used by consum-
ers to access services, and presented in a reasonably simple and intuitive format so that consumers
can give informed and affirmative consent regarding to whom they are granting access, what data is
being accessed and shared, and for what purposes. If necessary, the Bureau should consider issuing
principles-based disclosure rules pursuant to its authority under Section 1032 of Dodd-Frank.”

Treasury also believes that consumers should have the ability to revoke their prior authorization
that permits data aggregators and fintech applications to access their financial account and transac-
tion data. Data aggregators and fintech applications should provide adequate means for consumers

71.  Amber Goodrich, Computer Services, Inc., 5 Challenges of Sharing Consumer Data,
blog post (Nov. 8, 2017), available at: https://www.csiweb.com/resources/blog/
post/2017/11/08/5-challenges-of-sharing-consumer-data.

72. According to one survey, 91% of U.S. consumers willingly accept the terms and conditions of various mobile
applications and services without reading them; for ages 18 to 34 the acceptance rate of terms and con-
ditions, without reading them, is 97%. See Deloitte, 2017 Global Mobile Consumer Survey: US Edition
(2017), at 12, available at: https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology-
media-telecommunications/us-tmt-2017-global-mobile-consumer-survey-executive-summary.pdf. See also
A.T. Kearney, Key Findings from the Consumer Digital Behavior Study (Apr. 2018), available at: https://www.
atkearney.com/financial-services/the-consumer-data-privacy-marketplace/the-consumer-digital-behavior-study
(“Consumers view banks as their best agent in protecting consumer data privacy and security”).

73. See 12 U.S.C. § 5532.
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to readily revoke the prior authorization. If necessary, banking regulators and the SEC should
consider issuing rules that require financial services companies to comply with a consumer request
to limit, suspend, or terminate access to the consumer’s financial account and transaction data by
data aggregators and fintech applications.

Moving Away from Screen-Scraping to More Secure Access Methods

The practice of using login credentials for screen-scraping poses significant security risks, which
have been recognized for nearly two decades.”* Screen-scraping increases cybersecurity and fraud
risks as consumers provide their login credentials to access fintech applications. During outreach
meetings with Treasury, there was universal agreement among financial services companies, data
aggregators, consumer fintech application providers, consumer advocates, and regulators that the
sharing of login credentials constitutes a highly risky practice.

APIs are a potentially more secure method of accessing financial account and transaction data than
screen-scraping. A number of foreign jurisdictions have opted to promote access through APIs,
in part due to security concerns. The United Kingdom, through its open banking initiative, has
specified regulatory standards for data sharing through APIs.”” The European Union has adopted
the Revised Payment Service Directive (PSD2), which requires banks to grant licensed third-party
payment service providers access to bank infrastructure and account data. PSD2 also contemplates
the standardization of APIs.”® Singapore has encouraged the use of bank APIs but has not made it
a regulatory mandate.”’

Data aggregators and consumer fintech application providers have expressed reservations with an
API approach. They claim, for example, that their efforts to work with financial services companies
to do away with screen-scraping have for the most part been met with resistance, and that financial
services companies have largely refused to enable direct access to their data or to set up open APIs.”®
There are concerns that without some sort of industry standard or regulatory guidance, API access
could be restricted to certain types of data dictated by the financial services company, as opposed to
the consumer, susceptible to unexpected interruptions and terminations, and subject to unreason-
able and disproportionate liability.

Recommendations
Treasury sees a need to remove legal and regulatory uncertainties currently holding back financial
services companies and data aggregators from establishing data sharing agreements that effectively

74. See footnote 46.

75.  Open Banking Lid., Guidelines for Read/Write Participants (ver. 3.2, May 2018), available at: https://www.openbanking.
org.uk/wpcore/wp-content/uploads/Guidelines-for-Read-Write-Participants.pdf.

76. Directive (EU) 2015/2366 of the European Parliament and of the Council (Nov. 25, 2015), available at: http://
eur-lex.europa.eu/legal-content/ EN/TXT/PDF/?uri=CELEX:32015L2366&from=EN.

77.  Ong Chong Tee, Monetary Authority of Singapore, The Future of Banking — Evolution, Revolution or a Big
Bang? (Apr. 16, 2018), available at: http://www.mas.gov.sg/News-and-Publications/Speeches-and-Monetary-
Policy-Statements/Speeches/2018/The-Future-of-Banking.aspx.

78. See, e.g., Daniel Castro and Michael Steinberg, Center for Data Innovation, Blocked: Why Some Companies
Restrict Data Access to Reduce Competition and How Open APIs Can Help (Nov. 6, 2017), available at:
http://www2.datainnovation.org/2017-open-apis.pdf.
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move firms away from screen-scraping to more secure and efficient methods of data access. Treasury
believes that the U.S. market would be best served by a solution developed by the private sector,
with appropriate involvement of federal and state financial regulators.

A potential solution should address data sharing, security, and liability. Any solution should explore
efforts to mitigate implementation costs for community banks and smaller financial services com-
panies with more limited resources to invest in technology.

Liability for Unauthorized Access

Screen-scraping also appears tied to the issue of liability. Financial services companies have expressed
concerns that they may bear the burden of any losses arising from a breach at the data aggregator
or a downstream fintech application. Even if the consumer’s losses are not limited by Regulation
E,” such as when a consumer authorized a person other than the consumer to initiate an electronic
funds transfer by providing login credentials to such third party, the consumer may nonetheless
expect the bank or other financial institution to make him or her whole for any losses.

Providing login credentials to a data aggregator creates opportunities for bad actors to illicitly
obtain such highly sensitive credentials and allow assets to be transferred out of the account.
Screen-scraping also can allow a data aggregator to obtain significantly more data than needed by
the underlying fintech application, including sensitive personally identifiable information, which
could be subsequently stolen.*® Moving away from screen-scraping can facilitate resolution of the
liability issue by eliminating the need for login credentials, reducing the amount and sensitivity of
unnecessary data being acquired by data aggregators and decreasing the possibility of an unauthor-
ized transaction.

Some data aggregators have entered into agreements with financial services companies to access
the financial account and transaction data through an API but conditioned on contractual liability
and indemnification of the financial services company. Other data aggregators have been unable
or unwilling to reach agreement on such terms. In such circumstances, data aggregators usually
continue to obtain data through screen-scraping,.

As the U.S. Government Accountability Office (GAO) has observed, the issue of financial respon-
sibility for consumer losses and access to consumer financial transaction data has been discussed at
meetings of federal banking regulators and the Bureau under the auspices of the Federal Financial
Institutions Examination Council (FFIEC). However, these discussions have not resulted in any
specific policy outcomes to guide market participants.?’ Without resolution of liability and other

79. 12 C.FR. Part 205. Regulation E implements the Electronic Fund Transfer Act, which establishes a framework
of the rights, liabilities, and responsibilities of participants in the electronic fund and remittance transfer systems.

80. The sensitivity of consumer financial transaction data can vary. For example, data indicating that a bank account
is a checking account may be less sensitive than the associated ABA routing and account numbers. If a fintech
application only needs to know the account type, then it would be unnecessary to obtain the more sensitive
ABA routing and account numbers.

81. U.S. Government Accountability Office, Financial Technology: Additional Steps by Regulators Could Better
Protect Consumers and Aid Regulatory Oversight (Mar. 2018) at 54-57, available at: https://www.gao.gov/
assets/700/690803.pdf (“GAO Fintech Report”). GAO reported that some regulators indicated that they had
not taken more steps to resolve the disagreements surrounding financial account aggregation because they are
concerned over acting too quickly. Id. at 56.

A Financial System That Creates Economic Opportunities * Nonbank Financials, Fintech, and Innovation

35


https://www.gao.gov/assets/700/690803.pdf
https://www.gao.gov/assets/700/690803.pdf

36

issues, “consumers could have to choose between facing potential losses or not using what they
may find to be an otherwise valuable financial service, and fintech firms providing useful services

to consumers will face barriers to providing their offerings more broadly.”®*

Recommendations

Treasury recommends that any potential solution discussed in the prior recommendation also
address resolution of liability for data access. If necessary, Congress and financial regulators should
evaluate whether federal standards are appropriate to address these issues.

Standardization of Data Elements

There are other areas in which collaboration among market participants could improve consumers’
ability to use their data. Collaborative attempts have been made among financial services compa-
nies, data aggregators, and consumer fintech application providers to create standardized data ele-
ments, including efforts by Open Financial Exchange (OFX) and Financial Services Information
Sharing and Analysis Center (FS-ISAC).* However, these efforts have not achieved full consensus
to date. A standardized set of data elements and formats would help to foster innovation in services
and products that use financial account and transaction data, because it may be more efficient to
develop a single agreed-upon taxonomy. Data elements would need to be developed for a broad
range of products and services related to banking, investments, retirement, loans, insurance, and
taxes. Standardization could improve the market efficiency for financial products and services by
making it easier to engage in comparative analysis.

Data currently obtained by aggregators from separate financial services companies can be incom-
patible and must be cleaned and standardized before it can be used. Financial services companies
often use “disparate and customized formats to send and share information, employing different

nomenclature for [otherwise] common terms.”%

Recommendations

Treasury recommends that any potential solution discussed in the prior recommendation address
the standardization of data elements as part of improving consumers’ access to their data. Any
solution should draw upon existing efforts that have made progress on this issue to date. If neces-
sary, Congress and financial regulators should evaluate whether federal standards are appropriate
to address these issues.

Clarifying When Data Aggregators Are Subject to Third-Party Guidance

Some banks have raised concerns over whether third-party guidance may apply if a bank enters
into an API agreement with a data aggregator that establishes terms of access, because the bank has

82. Id.atb57
83. See footnote 50.

84. Conrad Sheehan, Accenture, To Capitalize on Open Banking, the Industry Needs Standards,
American Banker (Apr. 10, 2018), available at: https://www.americanbanker.com/opinion/
to-capitalize-on-open-banking-the-industry-needs-standards.
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entered into a contract.®” Third party guidance clearly applies when a bank itself is providing data
aggregation as a service to its customers and has hired a data aggregator to collect the data with
its customer’s authorization because the data aggregator becomes a service provider to the bank.
But when the data aggregator has entered into an API agreement with the bank where it is not
providing a service to the bank, it is unclear whether third party guidance may still apply.

Data aggregators would not consider themselves service providers to banks when, for example, they
rely on screen-scraping to access financial account and transaction data that has been authorized
by a consumer.®® However, if data aggregators were to instead enter into an API agreement with a
bank, it may become subject to third-party guidance because of the contractual relationship, which
can increase compliance costs.

This regulatory uncertainty over the application of third-party guidance may, therefore, be inad-
vertently discouraging more API agreements between banks and data aggregators.

Recommendation

Treasury recommends that the banking regulators remove ambiguity stemming from the third-
party guidance that discourages banks from moving to more secure methods of data access such as
APIs. Further discussion of bank regulatory oversight of third-party relationships is addressed in
the following chapter on Aligning the Regulatory Framework to Promote Innovation.

Current Regulation of Data Aggregators

The greater the amount of consumer financial account and transaction data that is retained by data
aggregators, the greater is the possible harm to consumers that could result from a data breach.*”
Although data aggregators do not have a specific regulatory scheme similar to banks or other
depository institutions, they are currently subject to regulation under the federal consumer protec-
tion laws administered by the FTC as well as state consumer protection laws.®® Some financial
services companies have suggested that the absence of the same level of regulatory oversight of
data aggregators and downstream consumer fintech application providers raises significant risks
for consumers.” In particular, they have argued that the security practices of data aggregators are
not comparable to the standards applied at banks and the security practices of consumer fintech
application providers are even weaker.

85. Banking regulators have issued guidance for assessing and managing risks in third-party relationships. The
guidance views a third-party relationship as “any business arrangement between a bank and another entity, by
contract or otherwise.

86. Treasury is aware that some data aggregators have entered into agreements with banks, sometimes on an infor-
mal basis, while engaging in screen-scraping. For example, a data aggregator may agree to pull the data during
the night in order to minimize disruption to the bank’s computer systems.

87.  In outreach meetings with Treasury, data aggregators have asserted that they mitigate data breach risk by only
retaining aggregated and anonymized data that is not associated with any personally identifiable information of
the consumer.

88. To the extent that a data aggregator or consumer fintech application provider is providing services to a bank, the
services provided are subject to the third-party oversight framework imposed by banking regulators under the
Bank Services Company Act.

89. American Bankers Association, Fintech — Promoting Responsible Innovation (May 2018), at 3-4, available at:
https://www.aba.com/Advocacy/Documents/fintech-treasury-report.pdf.
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Data aggregators and consumer fintech application providers are subject to the Gramm-Leach-
Bliley Act (GLBA),” which is a federal law specifying the ways that financial institutions, including
some nonbank financial institutions, protect the security and confidentiality of nonpublic personal
information of individuals.”” The provisions in GLBA govern how financial institutions, as defined
under the statute,”” implement administrative, technical, and physical safeguards to insure the
security and confidentiality of customer records, protect against any anticipated threats or haz-
ards, and protect against unauthorized access.”® Financial institutions must explain their policies
to their customers that are designed to safeguard sensitive data.”* These provisions of GLBA are
enforced by the FT'C, the federal banking agencies, the SEC, and the Commodity Futures Trading
Commission (CFTC). To be compliant with GLBA, financial institutions must apply specific
protections to customers’ private data in accordance with the institution’s data security plan.

To implement GLBA, the FTC set forth the primary information security provisions in its
Safeguards Rule.” The FTC’s Safeguards Rule requires financial institutions to assess and develop a
documented security plan that describes the company’s program to protect customer information,
including the following areas particularly important to information security: employee manage-
ment and training, information systems, and detecting and managing system failures.” The intent
of the GLBA information security requirements in the Safeguards Rule is to protect consumers and
reduce reputational damage caused by unauthorized sharing or loss of private customer data. The
FTC has indicated that data aggregators and consumer fintech application providers significantly
engaged in financial services and products are financial institutions under GLBA and therefore
subject to the Safeguards Rule.”

In addition, there are efforts underway to regulate consumer-authorized data aggregation, includ-
ing potential legislation, at the state level. However, Treasury believes that state-by-state regulation,
which would be more cumbersome and costly to comply with as compared with regulation by a
single federal regulator, would not be workable given the complexity of data issues at hand.

Recommendation
Moving away from screen-scraping and eliminating the sharing of login credentials will address
the most significant concerns raised about the need to increase regulation of data aggregators and

90. Public Law No. 106-102 [codified at 15 U.S.C. Ch. 94]. Also known as the Financial Services Modernization
Act of 1999.

91. 15 U.S.C. § 6801(a).

92. Financial institutions include companies that offer consumer financial products or services like loans, financial or
investment advice, or insurance.

93. 15U.S.C. §6801(b).

94. 1d. § 6803(c)(3).

95. 15 U.S.C. §§ 6801, 6805(b); 16 C.FR. Part 314.
96. 16 C.FR.§§314.3 and 314.4.

97.  Federal Trade Commission, Financial Institutions and Customer Information: Complying with the Safeguards
Rule (Apr. 2006), available at: https://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-
customer-information-complying (stating that the Safeguards Rule applies to companies that receive informa-
tion about the customers of other financial institutions).
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consumer fintech application providers. While data security concerns will remain an important
issue, the Safeguards Rule appropriately addresses such concerns.”

To the extent that any additional regulation of data aggregation is necessary, Treasury recommends
that it occur at the federal level by regulators that have significant experience in data security and
privacy, and that will have, through legislation if necessary, broad jurisdiction to ensure equivalent
treatment in the nonfinancial sector.

Data Security and Breach Notification

Data Security Standards

The data security provisions of GLBA are enforced by the federal banking agencies for depository
institutions,” the SEC and the CFTC for entities under their jurisdiction, and the FTC for all
other financial institutions.'” With the exception of the FTC, these federal agencies are authorized
to routinely supervise and examine for compliance with these provisions of GLBA and their imple-
menting regulations. These agencies all maintain authority to implement regulations for GLBA.

Data security standards are significantly different between nonfinancial companies, such as retail-
ers and manufacturers, and financial institutions. Vast amounts of consumer payment credentials
and financial data are routinely stored on a nonfinancial company’s internal or third-party systems,
used for marketing purposes, or simply used to complete transactions instantly. Yet, nonfinancial
companies are not subject to comprehensive federal data security standards under GLBA and are
not subject to routine examination for compliance with data security standards. The only height-
ened obligation to protect data comes from the exercise of the FTC’s authority under Section 5 of
the Federal Trade Commission Act'”' to bring enforcement actions against nonfinancial companies
for unfair or deceptive practices. The FTC has exercised this authority more than 60 times since
2002; however, this authority is limited to enforcement action and does not give the FTC supervi-
sion and examination rights over these nonfinancial companies.'**

In addition to federal standards, nonfinancial companies and financial institutions subject to the
FTC’s jurisdiction under GLBA must comply with applicable state laws that impose heightened
or specific data security standards. To date, only 13 states have imposed data security standards for
protection of consumer financial data, which have different requirements. For instance, Florida
requires a business to take “reasonable measures” to protect and secure personal information data

98. In addition to the information security requirements, GLBA also contains privacy requirements as to how finan-
cial institutions collect, use, and maintain nonpublic personal information and under what circumstances
that information can be shared. These provisions are applicable to financial institutions under the Bureau's
Regulation P [12 C.F.R. Part 1016].

99. See Interagency Guidelines Establishing Information Security Standards, as codified at 12 C.F.R. Part 30, App.
B (OCC); 12 C.FR. Part 208, App. D-2 and Part 225, App. F (Federal Reserve); and 12 C.F.R. Part 364, App.
B (FDIC).

100. Insurance data security was examined in the Asset Management and Insurance Report.

101. 15 U.S.C. § 45(a)(1).

102. Federal Trade Commission, Privacy & Data Security Update: 2017, available at: https://www.ftc.gov/system/

files/documents/reports/privacy-data-security-update-2017-overview-commissions-enforcement-policy-
initiatives-consumer/privacy_and_data_security_update_2017.pdf.
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that is stored in “electronic form,” but Utah does not differentiate between personal information
stored electronically or on paper.'®

Over the last several years, many nonfinancial companies have been subject to significant data
breaches of consumer financial data. For example, in 2013, Target announced that payment card
information of 41 million consumers was compromised.'* In 2014, Home Depot announced that
the payment card information of more than 50 million customers was stolen in a data breach.'®
More recently, the retailer Hudson’s Bay Co. advised roughly 5 million customers of its subsidiary
stores Lord & Taylor and Saks Fifth Avenue that their payment credentials had been compro-
mised.'® Data breaches are not unique to nonfinancial companies and have affected financial
institutions as well.'”

Data Breach Notification

The United States does not have a national law establishing uniform national standards for notify-
ing consumers of data breaches, or for providing them a clear and straightforward mechanism for
resolving disputes.'®® In the absence of uniform national standards, states have been aggressive in
developing their own data breach notification laws. Each state law may apply to any company
located in that state or that does business with residents of that state. In practice, this means that
in the event of a data breach companies could be subject to the data breach notification laws of 50
states as well as of the District of Columbia, Puerto Rico, Guam, and the U.S. Virgin Islands.'”
State laws for data breach notification often include specific provisions regarding the number of
affected individuals that will trigger notification requirements, the timing of notification, and form
of notification, among other requirements. Unsurprisingly, state data breach notification laws are
far from uniform. Indeed, they vary in a number of significant ways, including with respect to
the most fundamental aspect, namely the scope of data covered under the definition of personal

103. Compare Fla. Stat. § 501.171(2) with Utah Code § 13-44-201.

104. Target Brands, Inc., Press Release — Target Confirms Unauthorized Access to Payment Card Data
in U.S. Stores (Dec. 19, 20183), available at: https://corporate.target.com/press/releases/2013/12/
target-confirms-unauthorized-access-to-payment-car.

105. The Home Depot, News Release — The Home Depot Reports Finding in Payment Data Breach Investigation
(Nov. 6, 2014), available at: http://irhomedepot.com/news-releases/2014/11-06-2014-014517315.

106. Mike Murphy, Saks, Lord & Taylor Data Breach May Affect 5 Million Customers,
MarketWatch (Apr. 1, 2018), available at: https://www.marketwatch.com/story/
saks-lord-taylor-data-breach-may-affect-5-million-customers-2018-04-01.

107. For example, JPMorgan Chase was subject to a data breach in 2014 and Equifax suffered a data breach in
2017

108. Federal banking regulators have adopted guidance for depository institutions in the event of unauthorized
access to customer information. See Interagency Guidance on Response Programs for Unauthorized Access to
Customer information and Customer Notice [70 Fed. Reg. 15736 (Mar. 29, 2005)].

109. National Conference of State Legislatures, Security Breach Notification Laws (Mar. 29, 2018), available at:
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-
laws.aspx.
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information.""® Other inconsistencies among states’ breach notification laws can make compli-
ance difficult for firms and entail disparate treatment for consumers. The lack of uniformity and
efficiency affects both nonfinancial companies and financial institutions.

Recommendation

Congress has considered establishing a federal data security standard and breach notification
standard on several occasions. For example, during the 114™ Congress, two separate bills, sharing
many common principles, successfully passed their respective committees.''! During this Congress,
legislation has again been considered to establish these federal standards.

Treasury recommends that Congress enact a federal data security and breach notification law to
protect consumer financial data and notify consumers of a breach in a timely manner. Such a law

should be based on the following principles:
*  DProtect consumer financial data

*  Ensure technology-neutral and scalable standards based on the size of an entity and type
of activity in which the entity engages

*  Recognize existing federal data security requirements for financial institutions

*  Employ uniform national standards that preempt state laws

Digital Legal Identity

Digital identity products and services hold promise for improving the trustworthiness, secu-
rity, privacy, and convenience of identifying individuals and entities, thereby strengthening
the processes critical to the movement of funds, goods, and data as the global economy races
deeper into the digital age. Digital identity systems also have the potential to generate cost
savings and efliciencies for financial services firms. For instance, trustworthy digital identity
systems could improve customer identification and verification for onboarding and authoriz-
ing account access, general risk management, and antifraud measures.

Legal Identity

Legal identity is distinct from broader concepts of personal and social identity. Legal identity
is the specification of a unique natural or legal person that (1) is based on certain pre-specified
characteristics or attributes of the person that are intended to establish the person’s uniqueness,
(2) is recognized by the state under national law, and (3) ascribes legal rights and duties to
that person. Proof of legal identity is required to open a bank, brokerage, or other account at
a regulated financial institution. Digital legal identity uses electronic means to unambiguously

assert and authenticate a real person’s unique legal identity.

110. For example, Maryland specifically includes biometric data of an individual such as a fingerprint, voice print,
genetic print, retina or iris image, or other unique biological characteristics, while other states do not. Compare
Md. Code Com. Law § 14-3501(d) [as amended by House Bill 974 (May 4, 2017)] with Nevada Rev. Stat.
§ 603A.040.

111. Data Security Act of 2015, H.R. 2205, 114th Cong.; Data Security and Breach Notification Act of 2015, H.R.
1770, 114th Cong.
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Portability

Digital identity systems potentially allow legal identity to be portable. Portable legal identity
means the individual’s verified identity credentials can be used to establish legal identity for new
customer relationships at unrelated financial institutions or government entities, without each
financial institution’s having to obtain and verify personally identifiable information (PII) to
meet regulatory requirements. Portability requires developing interoperable digital identifica-
tion products, systems, and processes. While not permitted in the private sector under current
regulations, trustworthy portable third-party digital identity services could potentially save
relying parties time and resources in identifying, verifying, and managing customer identities,
including for account opening and access. Portability could also potentially save customers
the inconvenience of having to prove and authenticate identity for each unrelated financial
institution or government service, and reduce the risk of identity-theft stemming from the
repeated exposure of PII.

Components of a Digital Identity System

Digital identity systems may rely on various types of technology and use digital technology in

several ways,''? but generally involve two essential components: (1) identity proofing, enroll-
ment, and credentialing; and (2) authentication. They may also involve a third component,
federation, which is optional, but allows identity to be portable. Identity proofing and enroll-
ment may be digital or documentary, remote, or in-person. Credentialing, authentication, and
federation are always digital. Different identity service providers can provide some or all of the
components of a digital identity system.

Identity proofing establishes that a subject is who they claim to be. It involves obtaining and
verifying that attribute evidence is genuine and accurate, and issuing a digital credential to
bind the verified identity to a real-life person. Identity proofing depends on ofhicial govern-
ment registration and documentation/certification, or at least on governmentally recognized
registration and certification, for verification.'"

Authentication establishes that the person asserting identity is who he or she claims to be.
It involves confirming, through a secure digital authentication protocol, that the individual
asserting identity is in control of the technologies and credentials that bind the validated iden-
tity to a real person. Successful authentication provides reasonable, risk-based assurances to
the relying party that the subject asserting identity today is the same person who previously

112. For example, digital identity systems may use electronic databases to obtain and confirm attribute information
and/or store and manage records; digital credentials to authenticate identity for accessing mobile, online, and
offline financial activities; and digital biometrics to provide attributes to identify and/or a credential to authenti-
cate individuals.

113. National Institute of Standards and Technology, Digital Identity Guidelines — Enrollment and Identity Proofing
Requirements, NIST Special Publication 800-63A (June 2017), available at: htips://pages.nist.gov/800-63-3/
sp800-63a.html (“NIST 800-63A").
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asserted identity and accessed a financial service, and is in fact a given identified customer.
Trustworthy authentication is key for combating account-access identity fraud.''

Federation involves the use of federated identity architecture and assertions to convey the
results of an authentication process and, if requested or required, attribute information to

relying parties across a set of networked systems.'"

The National Institutes of Standards and Technology (NIST) of the U.S. Department of
Commerce has recently established risk-based technical standards for each of the component
processes of a digital identity system (enrollment and identity proofing; authentication and
lifecycle management; and federation),''® which are mandatory for the federal government,
but only voluntary for the private sector.

Public-Private Roles

Both the government and the private sector have important roles in establishing a trustwor-
thy U.S. digital identity ecosystem. In the United States, the private sector is generally relied
upon to develop innovative identity products, services, and business models, while the federal
government is ultimately responsible for establishing the minimum substantive requirements
for proving legal identity, including core attributes and acceptable attribute evidence. Federal
and state government authorities also provide the official government registration and the
related official root identity evidence (e.g., birth certificates, passports) on which legal identity
currently depends.

Public and private sector stakeholders need to work together to develop trustworthy digital
legal identity products and services for use in the financial sector and elsewhere. To facilitate
this objective, stakeholders should address a number of issues, including:

* How to leverage the NIST guidelines to establish flexible, risk-based standards for digital
customer identification and verification, keyed to the risk levels associated with specific
customers and/or types of financial products and services

* How to ensure the trustworthiness, privacy, and cybersecurity of identity service providers,
such as government or industry certification and supervision

* Business models and liability allocation appropriate for establishing portable legal identity

* Ways the public and private sectors can effectively work together to reduce regulatory
burden and catalyze the market for trustworthy digital identity products and services

114. National Institute of Standards and Technology, Digital Identity Guidelines — Authentication and Lifecycle
Management, NIST Special Publication 800-63B (June 2017), available at: https://pages.nist.gov/800-63-3/
sp800-63b.htm! (“NIST 800-63B").

115. National Institute of Standards and Technology, Digital Identity Guidelines, NIST Special Publication 800-63-3
(June 2017), at 14-15, available at: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.
pdf (“NIST 800-63-3").

116. See NIST 800-63A, 800-63B, and NIST 800-63-3. The NIST digital identity guidelines set requirements for
three different levels of trustworthiness, called levels of assurance (LOAs), for each of these component pro-
cesses, based on the LOA's degree of trustworthiness.
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Treasury recommends that financial regulators work with Treasury to enhance public-private
partnerships to identify ways government can eliminate unintended or unnecessary regulatory
and other barriers and facilitate the adoption of trustworthy digital legal identity products
and services in the financial services sector. This would include engaging the private sector to
help the financial regulators adopt regulation in the legal identity space that is flexible, risk-,
principles-, and performance-based, future-proofed, and technology-neutral. Treasury also
recognizes that the development of digital legal identity products and services in the financial
services sector should be implemented in a manner that is compatible with solutions developed
across other sectors of the U.S. economy and government.

Treasury also supports the efforts of the Office of Management and Budget to fully implement
the long-delayed U.S. government federated digital identity system. Treasury recommends
policies that would restore a public-private partnership model to create an interoperable digital
identity infrastructure and identity solutions that comply with NIST guidelines and would
reinvigorate the role of U.S. government-certified private sector identity providers, promoting
consumer choice and supporting a competitive digital identity marketplace. Treasury also seeks
to leverage the U.S. government federated identity system — in particular, its certification
and auditing regime for digital identity providers — to permit financial institutions to use
digital identity services provided by certified providers to conduct customer identification and
verification for onboarding.

Finally, Treasury encourages public and private stakeholders to explore ways to leverage the
REAL ID Act'” drivers license regime — particularly, robust state REAL ID license identity-
proofing processes — to provide trustworthy digital identity products and services for the
financial sector.

The Potential of Scale

The ongoing digital transformation of the financial services system is being driven not only by
developments in computing power, the expanding ubiquity and interconnection of computers and
mobile devices, and the exponential growth in digitized financial data, but also by technologies
that can benefit from advances in data and computing capacity at greater scale and with greater
efficiency. Scalable technologies such as cloud computing enable financial services companies to
store and process vast amounts of data and to quickly add new computing capacity to meet chang-
ing needs. At the same time, advances in big data analytics, machine learning, and artificial intel-
ligence are expanding the frontiers of financial services firms’ abilities to glean new and valuable
business insights from vast datasets.

Cloud Technology and Financial Services

Cloud technology is enabling organizations across the economy to more rapidly innovate by reduc-
ing barriers to entry to acquire high quality computing resources. Cloud computing, more specifi-
cally, enables more convenient, on-demand access to computing resources (e.g., networks, servers,

117. Public Law No. 109-13.
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storage, applications, and services)."'® Cloud computing can be deployed through several models:

a public cloud, which refers to when these computing resources are available in a shared environ-
ment, accessible by multiple customers of the cloud service provider; a private cloud, which refers
to when these computing resources are dedicated for use by a single firm, but provided generally
in the same type of convenient, rapid, on-demand manner; or a hybrid cloud, which refers to an
arrangement consisting of a mix of cloud deployment models.

Figure 5: Cloud Adoption (percent of respondents)

Total Cloud Use = 96%
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Private Public and
only Private
4%
Private cloud Public cloud

75% 92%
Source: RightScale 2018 State of the Cloud Report.

Before the broad availability of a public cloud, only large organizations with ample budgets were
able to cover the costs involved with building out large-scale internal information technology (IT)
infrastructures. Firms would have to make large capital expenditures on computing and network-
ing hardware as well as maintain ongoing operating expenses for multiple layers of software and
large IT staffs. With public cloud services, however, firms of all sizes can essentially lease a range of
computing resources and expertise from cloud service providers, potentially at lower cost.

Several large technology-focused firms have been central to the development of cloud computing,
and the growth of the public cloud market in particular. To achieve the scale necessary to maxi-
mize the potential of this technology requires substantial resources. For this reason, these firms
continue to dominate the market though competition has increased. The adoption of public cloud
is occurring throughout the economy with, for example, survey data suggesting that some 92% of

118. National Institute of Standards and Technology, The NIST Definition of Cloud Computing, Special
Publication 800-145 (Sept. 2011), at 2-3, available at: https://nvipubs.nist.gov/nistpubs/Legacy/SP/
nistspecialpublication800-145.pdf.
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Embracing Digitization, Data, and Technology © The Potential of Scale

businesses adopting at least some form of public cloud services.""” Other sources forecast robust
growth in public cloud revenues'® and data usage.'*!

Types of Cloud Services

While traditional IT often requires firms to manage computing resources internally, cloud com-
puting is generally provided under three service models that provide varying degrees of outsourcing
and customization. Infrastructure-as-a-service (IaaS) gives clients the greatest overall control of
function and scale by allowing them to expand processing, storage, networks, and other essential

Figure 6: Traditional IT Compared to Cloud Computing
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119. RightScale, Inc., RightScale 2018 State of the Cloud Report (2018).

120. One market observer forecasts global public cloud revenue growing from $153.5 billion in 2017 to $186.4 bil-
lion in 2018, a 21.4% increase. See Gartner, Inc., Press Release — Gartner Forecast Worldwide Public Cloud
Revenue to Grow 21.4 Percent in 2018 (Apr. 12, 2018), available at: https://www.gartner.com/newsroom/

id/3871416.

121. Cisco estimates, by 2021, 95% of global data center traffic will come from cloud services and applications.
Annual global cloud traffic will reach 19.5 zettabytes (ZB) by the end of 2021, up from 6.0 ZB in 2016. One
ZB is equal to sextillion bytes, or one trillion gigabytes. See Cisco, Cisco Global Cloud Index: Forecast and
Methodology 2016-2021 (2018), available at: https://www.cisco.com/c/en/us/solutions/collateral/service-
provider/global-cloud-index-gci/white-paper-c11-738085.pdf.
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Figure 7: NIST Definition of Cloud Computing
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